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1
Decision/action requested

The contribution proposes a new key issue of TR 33.813.
2
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3
Rationale




Transmission of S-NSSAI in clear in initial NAS messages may have privacy concerns, especially when the NSSAI is used for a special group of UE. In S3-182174 [1], SA3 reached the agreement that “there is no functional reason to send S-NSSAI in clear”. It has also been proposed to delete NSSAI from list of cleartext IEs in Rel-15. However, this may introduce another issue, i.e. AMF (security anchor) relocation. Thus, it is desirable to study alternative solutions, e.g. public keys based approaches, to address both privacy issues and efficiency issues for Rel-16. 
4
Detailed proposal

pCR
***
BEGINNING of 1st CHANGES
***

Z
Key issues
Z.X
Key Issue #X: Confidentiality protection of NSSAI
Z.X.1
Key issue details

In order for the network to allocate a correct slice instance to a UE, the UE may transmit a requested NSSAI [x1] during the initial attach procedure. However, the NSSAI may cause privacy concerns when transmitted in clear before security context establishement. For example, a particular NSSAI may be linked to a slice instance exclusively for UEs serving police officers. One solution is transmitting NSSAI only when NAS security is established. However, this may cause another issue. Without NSSAI information, a UE may not be routed to the correct AMF and security anchor. This will cause frequent AMF and security anchor relocation, degrading the network performance. 
The objective of this key issue is to investigate alternative solutions, e.g. public keys based approaches, to address both privacy issues and efficiency issues for Rel-16. 
Z.X.2
Security and privacy threats

An attacker may gather sensitive information of a UE in a group if NSSAI is transmitted clear. An efficiency problem may arise if NSSAI is transmitted after security context is established.
Z.X.3

Potential Security requirements



- NSSAI shall always be confidentiality protected. 
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***
END OF 1st CHANGES
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***
BEGINNING of 2nd CHANGE
***
X. References
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END OF 2nd CHANGE
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